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Measure test quality with dynamic execution flow analysis

(code coverage analysis)!
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Software errors are more
expensive to find & fix later

Coding Testing Maintenance
>< > < >

Find and correct
problems as early as
possible

The cost of <
error fix

By finding bugs earlier, you reduce cost, development time
and secure your company/product reputation
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Code coverage analysis

Measure the quality of your tests

What is it? Code coverage analysis gives informa.tion on what parts
of a program have been executed during a test session.

Why do it? With .knowlec%ge on what execution paths have been
exercised during test, you also know what parts of the
program is untested and needs to be tested better.

How dOES it W01‘k7 A tool analyze an application, instrument it, and execute
it with execution-path monitoring. Once a test session is

completed, code coverage information is presented to
the developer or tester.
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Measuring test quality

Even trivial code is difficult to test rigorously

For MC/DC all

MyFunc () ; subexpressions must

...statements. .. have affected the

if( (a || b) && ¢ ) branch decision

{ independently of
- MyFunc () ; other subexpressions.

...Statements. .. o b -

} TRUE FALSE TRUE

B . -stacenents. .. e e

FALSE TRUE TRUE
FALSE TRUE FALSE

) . > o MyFunc
V=T Y
N V4
‘|/ N ¥
/@/ All code blocks and

alternative branch paths
should be excercised

v
@ K for a complete test.

Test quality can be measured automatically
with dynamic execution flow analysis
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Different types of analysis

A small code example ...

a = EvaluateA(false) ; ‘

if( (a || b) && ¢ )

result = 0; ‘

a = EvaluateA(b) ;

}

result++; .

Comment This small code example contains 3 blocks of code. One of them is conditional,
resulting in 2 potential execution paths. This can be visualised using an
execution path diagram.
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Statement/block coverage

a = EvaluateA(false); @

if( (a || b) && c ) ' 7

result = 0; ? ¢@

a = EvaluateA(b) ; ‘ ?

result++; @

Comment Statement and block coverage is a very basic type of code coverage analysis. It
can only verify what blocks of code (=set of statements) have been executed, not
under what circumstances it happened.
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Function coverage

EvaluateA( ... )

{
}

a = EvaluateA(false);

if( (a || b) && ¢ )

{

result = 0;

a = EvaluateA(b) ;

}

result++;

Comment Function coverage is a very basic t.ype of code coverage analysis. Function .
coverage can only verify if a function have been executed, not that all function
calls were in fact made or that the function was properly tested.
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Function call coverage

EvaluateA( ... )

@
I’%/ }
/ﬁé /7
a = EvaluateA(false); ‘//
if( (a || b) && c ) \ /¢
{
result = 0; ‘
a = EvaluateA(b) ;
} o

result++;

Comment Function call coverage verifies how many of the function calls have in fact been
executed in a code section.
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Branch coverage

The expression is tested a = EvaluateA(false) ; @

with true & false results

but it is unclear what if ( EERNRCIREENE )
subexpression results {

were part in the branch

decision. result = 0;

a = EvaluateA(b);
This example must at least

be tested twice — true or false. }

result++;

Comment Branch coverage is a more advanced type of code coverage analysis. Branch
coverage ensures that all code blocks have been excercised and that all branch
paths have been executed. It does not consider how a branch decision was taken
in a complex branch expression.
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Modified condition/decision
coverage (aka MC/DC)

The expression is
tested so that all
subexpression results
have been the driving

part in the branch “
Hocision) a = EvaluateA(false) ;

a b c if( (@ || b) && ¢ )
TRUE FALSE TRUE {

FALSE FALSE TRUE ‘/
FALSE TRUE TRUE result = 0; L/
FALSE TRUE FALSE

a = EvaluateA(b) ;
This example must at least } Vv

be tested four times.
result++; “

Comment Modified condition/decision coverage is a very advanced type of code coverage
analysis. MC/DC ensures that all code blocks and branch paths have been
excercised and that all subexpressions in branch decisions have been shown to
affect the branch decision independently of other subexpressions. MC/DC-level
coverage is required by RTCA DO-178B for “Level A” software - the most critical
type of airborne software.
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Atollic TrueANALYZER® supports all these
types of code coverage analysis!

EvaluateA( ... )

The expression is / {
tested so that all - }

subexpression results

have been the driving
part in the branch “
a = EvaluateA(false);

decision.

FALSE FALSE| TRUE /
FALSE | TRUE || TRUE result = 0;
FALSE || TRUE || FALSE

a b e if( (@ || b) && ¢ ) ‘/
TRUE FALSE TRUE {

a = EvaluateA(b);

This example must at least )

be tested four times.
result++; /

e Statement (block) coverage
e Function and Function call coverage
e Branch coverage and Modified condition/Decision coverage (MC/DC)

* Supports the most rigorous of test procedures (similar to what is
required by RTCA DO-178B for flight control systems)
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Atollic TrueANALYZER®

Person or systems Q -

providing stimuli to alter @N L >
execution paths —es

* Analyzes, instruments, and runs customer application in target

* Detects exercised executions paths in “near real-time”

* Presents analysis results per project, per function and per code line

* Provides a professional way of analysing test quality, thus enabling
better software quality
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DEMO

Improve your software quality with
Atollic TrueANALYZER®!

www.atollic.com

“"Embedded passion”

- Fenway
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