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Software errors are more
expensive to find & fix later

Coding Testing Maintenance
>< > < >

Find and correct
problems as early as
possible

The cost of <
error fix

By finding bugs earlier, you reduce cost, development time
and secure your company/product reputation
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Static source code inspection

What is it? Static source code inspection is the process.of analysmg
the source code of a program, in order to find potential
errors automatically. Code metrics is often included.

Why do it? By performing sta.tlc source cgde inspection,
development, testing and maintenance costs are

reduced, and software quality is improved.

How does it work? A tool build a parsing tree of the application, analyze
) the meaning of the code, and verify the code constructs

using rules from a coding standard database.
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MISRA®-C:2004

Reduce errors by limiting developer flexibility

What is it? A coding star'ldard d.eveloped. l?y the automo.tive' .
industry for improving reliability, safety, maintainability
and portability of safety-critical systems.

Rule classifications The rules can be classified as either being Required or
only Advisory to use.

141 rules in 21 rule groups Rule grouping for Environment, Language extensions,
Documentation, Character sets, Identifiers, Types,

Constants, Declarations and definitions, Initialization,
Arithmetic type conversions, Pointer type conversions,
Expressions, Control statement expressions, Control
tlow, Switch statements, Functions, Pointers and arrays,
Structures and unions, Preprocessing directives,
Standard libraries and Runtime failures.
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Code metrics

Reduce errors by limiting code complexity

How is it gathere d? Code metrics is gathered by performing a static analysis
) of the source code.

What is the purp ose? Information on code complexity in different parts of the
program gives hints on where the code needs to be

simplified, thus reducing risk of errors and improving
maintainability.

What is the benefit? By simplifying complex sections of code, the likelihood
of errors are reduced. This results in reduced costs,

improved maintainability and higher software quality.
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tollic TrueINSPECTOR®

A tool for professional source code analysis

orEales Q Hi@esroR
(R project Explorer £ [ maing £ = D)8 Ruse Descrption &4 _ =0)
el LCD_DisplayStringline (Lined, (sinté_t +)MESSAGE4); + 5| o o MISRA_05_07 3 Recommended) # &
B 1CD_DisplayStringLine (Lined, (uincs ¢ +)MESSAGES):
& Binares Py L (uinc8 ; RULE : No identfier name should be reused.
g:\z‘.;r o R e R e @DESCRIPTION : Regardiess of scope, no identdier should be
- 8 baua provisons of R 52, 5.3, 5.4, 55 and 56.
€] main.c ‘Where an identifier name is used in a header file, and that
> header file is nchuded in multiple source files, this rule s not
B s.confh ¥ Violated. The use of a rigorous naming convention can support
@ sitc flow control disabled (RTS and CTS signals) the implementation of this rule.
I sith and transmit emsbled
4B fiemware 4 P P P T PEI LI IL e
Debug USART_InieStructure USART BaudRate = 115200; —
& =flhid USART_ +USART_] = USART 3 _8b; 1. AN identiers shall be unique identiie.
USART_InitStructure.USART StopBits = USART StopBits 17
7 USART_InAtStructure.USART_Paricy = USART_PArity Wo: || »Bed ample
USART InitStructure .USART Control = USART } struct ain_speed
[Muipie mrkers at this ine _Mode_Tx: | inttb tspeet 1 kmots
ine breakpoint: main.c [line: 169] 1'% it
U’ suffex is not applied to a constant of unsigned 3 struct gnd_spe
% Lo donad. uint16_t speed: /* mph */ /* Not Compliant - speed is in
tferent unts */
i’y
/* T0DO - Add your application code here */ il saend
o = J
(@ £ ¥ Violation | =] Code Metric =0)
Total Viclations 4082 [Rule] Di (%)
Syntex err iles 0
o ——
RukelD Count | Ruletitle ]
MISRA_17.01 s Pointes arithmetic shall only be or array elem._.
MSRALZOL 34 ‘s oper E
MESRA_08_01 B
MISRA_14 07 ') ngle poi atthe.
MSRAEDT 25 A pointer parameter t.
IMISRA 12 08 2 g
MISRA 11 03 19
MSRAJI0 18 A else f constructs shall be terminated with an ele clause.
MSRAGRD) 17 ope only inglef..
MESRA_19_07 15
MISRA 05 06 2 No identifier spacs
MsRA7 1 Alloee,
MISRA 14 03 10 A nwll statement shall only occur on & line by sell
MISRA_11 4 L] iff point.
MSALM 8 The i oper
MESRA 12 13 7 ope... (@ MISRA_10_06 ® MISRA_10_01 @ MISRA_19_04
MESRAA 08 L2 3 switch, while, do ~ | |®MISRA_D5_07 @ MISRA_12_07 ® etc (1234 tem(s))
o Witable | smadinsent | 159:23

* Analyzes source code

e Validates the source code against the MISRA®-C:2004 coding standard
* Present code metrics (such as cyclomatic value of code complexity)

* Detects potential bugs and helps improve software quality
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Selecting rules

E Properties for PCProj - — E‘M
Resource
Builders Mame Title i
C/C++ Build MISRA 0502 Atypedef name shall be 2 unique identifier.
C/C++ General MISRA_05 04 Atag name shall be a unique identifier. El
Project References MISRA_05_05 Mo ebject or function identifier with static storage duration should be reu...
Refactoring History MISRA_05_0& Mo identifier in one name space should have the same spelling as an ident... |
Review MISRA 0507 Mo identifier name should be reused.
Rule Setting MISRA_06_01 The plain char type shall be used only for the storage and use of character... N
Run/Debug Settings MISRA_06_02 signed and unsigned char type shall be used only for the storage and use ... |
Task Repository MISRA_06_03 typedefs that indicate size and signedness should be used in place of the ...
MISRA_06 04 Bit fields shall only be defined to be of type unsigned int or signed int.
MISRA_06_05 Bit fields of signed type shall be at least 2 bits long.
MISRA_07_01 Octal constants (other than zero) and octal escape sequences shall not b
MISRA 08 01 Functions shall have prototype declarations and the prototype shall be visi...
MISRA_08_02 ‘Whenever an object or function is declared or defined, its type shall be ex... Il
MISRA_08_03 For each function parameter the type given in the declaration and definiti..
Description: B
Any integer constant beginning with a "0" (zero) is treated as octal. So there is a danger, for example, -
with writing fixed length constants. For example, the following array initialisation for 3-digit bus E [

messages would not do as expected (052 is octal, i.e. 42 decimal):
code[l1] = 109; /* equivalent to decimal 109 */

code[2] = 100; /* equivalent to decimal 100 */ |
code[3] = 052; /* equivalent to decimal 42~/

[Restore Defaulis| [ pply |

@ [ ok [ canca ]

o Atollic TrueINSPECTOR® allows individual selection of rules in a
formal rule database

* Each rule is annotated with a clear explanation of what it does, in
addition to its formal name and title
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Integration with the editor

e Ed— Source - Refactor ~ Navigete ~ Sesech ' Run' - Project " Mamusls -~ Window  Help:

nrEald Q Br@eso®R
Q = O] [ Rule Description 5 =n)
LCD_DisplayStringline (Lined, (uinté_c +)MESSAGE4); ~ 51| o #MISRA 05.07 3 Recommended) &
1CD_DisplayStringLine (Lined, (uincs ¢ +)MESSAGES):
1c0 ¢ L (sinze x ; RULE : Noidetifes name should be reused.
o e e “DESCRIPTION : Regardiessof scope, no dentiier should be
- Baudrate = 115200 baud oA Yy T
- Word Lengeh - 8 Bito Wihere an identifer name is used in  header ile, and that
- One Stop Bit header il is included in muliple source e, this rule s not
- No parity Violated. The use of & igorous naming convention can support
- Hardware flow control disabled (RTS and CTS signals) the implementation of this ule.
- Receive and transmit emsbled
o .
USART_InitStructure.USART BaudRate = 115200;
FSART. ARE) = SRART.Y 8, 1. Al identifers shal be unique identiie.
USART_InitStructure.USART StopBits = USART StopBits 1;
USART_InitScructure.USART_Paricy = USART_PAricy No: || »Bed amplea
USART InitStructure.DSART = UsART ¢ 2| struct ain_speed
[Mutipie markers at thisine _Mode_Tx: =|| | intte tspeet 1 kmots s
Line breakpoint: main.c [ine 165] L M
AU suffs not applied to a constant of unsiged type. sruct gnd.sp
sgned. wind16 3 speed: /* mph */ /* Not Complant - peed i in
difesent units*/
'y
/7000 - Mdd your application code here */ i ysmpend
o . ] v
=] i £5 ¥ Violation | =] Code Metric =n)
Total Victations w82 [Rule] Di (%)
Syntex eror fles 0
o ——
Rude 1D Count | Ruletitle
MSAIIOL  4S Pointes arthmetic shall only be elem..
MSRALZOL 34 ‘s opes 3
s b e
MESRA_14 07 ') | =28
MSRADT 25 A pointer parameter t I o
MsRALE 2 ah
MSRALLOS 19
MSRAII0 18 AN else if constructs shall b tesminated with an else clsuse.
MSRAGLDT 17 gl
MSABD 15
MSRAOS DS 12 Noidentier spsc
MsRALT 1 Allzete, s
MSRALCOS 10 A ol statement shal only occur on s line by #sell
MSALLM B fferent pornt.
MSALM 8 igh It oper
MISRA12.13 7 ope... @ MISRA_10_06 ® MISRA_10_01 ® MISRA_19_04
MSRAJEE 6 2 switch, while, do ~| |2 misRa_0s_07 @ wisrA_12_07 @ ete (1234 emis))
0 Wrtable | Smatimsen | 19:3

* Violating lines are flagged with markers in editor
e Tooltips explain the rule violation in detail

* The standard Problems view list rule violation problems, in addition to
compiler errors and warnings

e Navigation from Problem view to editor lines
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Inspection summary

leatlon] [l Code Matnc] =8
[Severity] Distribution violations (%)

Total Violations

Compile-failed files 0
Severity Count Description
4.Weakly recommended 17 Weakly recommended
2.5trongly recommended 11 Strongly recommended
3.Recommended 6 Recommended
1.Must 1 Must Recommende Weakly
= recommended
g 48.57%
Total Violations 35 [Rule] Distribution violations (%)
Compile-failed files (1]
Table category
RuleID Count Rule title it
| MISRA_08_01 (] Functions shall have prototype declarations and the prototype shall be visible at both th
MISRA_05_07 [ Mo identifier name should be reused.
MISRA_06_03 5 typedefs that indicate size and signedness should be used in place of the basic numerica Iy recommendad @ 2.5trongly recommended
MISRA_20 0% 5 The input/eutput library <stdic.h> shall not be used in production code. nmended © 1.Must @ 5.0thers
MISRA_08_10 4 All declarations and definitions of objects or functions at file scope shall have internal lir
MISRA 08 02 4 Whenever an object or function is declared or defined, its type shall be explicitly stated.
MISRA 12 01 1 Limited dependence should be placed on C's operator precedence rules in expressions.
MISRA 16 08 1 All exit paths from a function with non-void return type shall have an explicit return state
MISRA 17 04 1 Array indexing shall be the only allowed form of pointer arithmetic.
MISRA_17 01 1 Pointer arithmetic shall only be applied to pointers that address an array or array elemen
MISRA_19 15 1 Precautions shall be taken in order to prevent the contents of a header file being include
MISRA_12_12 0 The underlying bit representations of floating-paint values shall not be used.
MISRA_12 13 0 The increment (++) and decrement (--) operators should not be mixed with other opera
MISRA_1210 0 The comma cperator shall not be used. - | |®MISRA_D8_O01 @ MISRA_D5_07 & MISRA_06_03
< 1l | L MISRA_20_00 ® MISRA_DB_10 © et (123\itermn(s))

* Summary display of Rules, Files and Severity results
* Pie charts gives excellent overview

* Textreports gives detailed information

* Different sorting options
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Rule violations

[=] Inspection Summary @:\c’iolation P = Code Metric] K‘ﬂ = =0

35 items Compile-failed files 0 Search:
I~Z] RuleExplanation &2 = Con;o\e} [ Problemq =
Diagnosis Rule Severity  Source Line Fun - — =
=FRULE : No identifier name should be reused. B
MISRA_05_07 (6 items)
An identifier 'i' is not unique identifier.(declared at[line:35, file:C\Users\Magnus\Atollic\TrueSTL MISRA_05_07 *h main.c 61 add | ==DESCRIPTION : Regardless of scope, no identifier should be re-used  —
An identifier 'i' is not unique identifier.(declared at[line:35, file:C:\Users\Magnus\Atollic\ TrueSTL MISRA_05_07 ok main.c i sub_| across any files in the system. This rule incorporates the provisions of
An identifier i is npt idantifiar idaclarad atlline38 file"0 11 L Atallic\ To,eSTL MISRA_05_07 * ok main.c a1 mul| Rules5.2,53, 54, 5.5 and 56.
An identifier ' is E Export View Content ueST MISRA_05 07 *k main.c 59 add | Where an identifier name is used in a header file, and that header file is
An identifier o is ST MISRA_US_U? e main.c 77 sub. included in multiple source files, this rule is not violated. The use of a
A identifier ' is i name: VyPraet weST MISRA 0507 *k main.c 8 mul :l‘ﬁ:rous naming convention can support the implementation of this
MISRA 06 03 (5 items) ] ‘
MISRA_08_01 (6 items) ] Use default location
MISRA_08_02 (4 items)
Avariable type is n||[ Lecation: CAMISRA\Reports MISRA_DB_02 *kk  mainc 55 calc =
A variable type is n| MISRA_03_02 ok k main.c 59 add, 1. All identifiers shall be unique identifier,
A varishletypeis | | File Extension MISRA_08_02 *%%  main.c 77 sub,
. R . Bad Example4
A variable type is n DOC (.doc) MISRA_08_02 *k%k  mainc 89 mull et air speed
MISRA_08_10 (4 items) HTML (.html) uintl6_t speed; /* knots */
MISRA 12 01 (L item) PDF (.pf] x
S—— struct gnd_speed {
] =
- ERLLpet f uintlé_t speed; /* mph */ /* Not Compliant - speed is in different
KLS (xls) units */
(l *
Py L
W x->speed = y->speed;
I |
{ {l
i Export I [ Cancel ] t
»Good Exampled
struct air_speed {
uintlé_t a_speed; /* knots */ E|

e List inspection violations per rule

* Explanation of rule details, the problem, and suggested solution

* Navigation links for every violation (jump to offending line in editor)

* Searching/filtering

e Export reports to MS-Word, MS-Excel, MS-PowerPoint, HTML and PDF
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Code metrics

Iﬂspection Summary (‘*Vio\atioﬂ = Code Metric - % ‘ =& ¥ =08
'PCProj'Analysis
| Files 7
Functions 1
LoC 958
Comment Ratio 0.38
- r
Metric: |[pLOC = | 0 @ ~ 10000 @ E Export View Content g
MName pLOC LocC Comment Ratio Path
[l file2.c 7 7 0.00 C:\Users\MagnusiAtollic\TrueST| | File name: MyProject]
[ main.c 79 56 0.29 C\Users\Magnusi\Atollic\TrueST|
— .
[£ _mingw.h 19 137 042 c\program files (@6)\atollic\tru R o
8] stdio.h 543 3% 034 c\program files (B6)\atollic\truq | Location: CAMISRA\Reports Browse...
[g] stdarg.h 115 69 0.52 c\program files (xB6]\atollic\tru _
[ stddef.h 387 202 041 c\program files (B6atollicitrud | 1 Extension
[2) filez.h 1 1 0.00 C:\Users\Magnus\Atollic\TrueST] DOC (doc)
HTML (html)
PDF (.pdf)
— PPT (ppt)
TofTrows |[<= || <= < 1of1 page > >> | |»>||Goto 1 pagE | @xis (xis) (|
i
| [ selectan | [ Deselect il :
(|
l i
l [ Export ] I Cancel I i
A

* Display of source code metrics
e Number of files, functions, lines and comment line ratio
* Cyclomatic value of code complexity

e Export reports to MS-Word®, MS-Excel®, MS-PowerPoint®,
HTML and PDF
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DEMO

Improve your software quality with
Atollic TrueINSPECTOR®!

www.atollic.com

“"Embedded passion”

~ Fenway
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E Contact Us atollic

o [taly

Fenway Embedded Systems

Via Don Giovanni Minzoni, 31 @ F

20010 Arluno (MI) - Italy enway
Tel. +39 02 97310120 Embedded Systems

HWASW development products

Email: sales@fenwayembedded.com
Web: www.fenwayembedded.com

e Headquarter atollic ab
. Science Park Jonkodping
Atollic AB Gjuterigatan 7
Science Park Jonkoping qufdii 18 Jonkoping
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SE-553 18 Jonkoping — Sweden atollic inc.
Email: sales@atollic.com :315 Routi 16 -
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