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Automotive: RKE, Car
Alarm, Tire Pressure

Smart Metering: Water
metering, Gas metering

Monitoring
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Sub-GHz Radio

Main applications

Security: Home Alarm, Smoke
detectors, Gate control
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Home Automation: Heat cost
allocator, Energy box, Remote
control
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SPIRIT Sub-GHz Roadmap

PERFORMANCE

“SPIRIT3”

SIGFOX Enhanced performances
QFN32 5X5X1 mm —

One network A billion dreams +20dBm max

TX 40mA@+16dBm

Category 1 receiver
SPIRIT2 4- band variants (incl 169MHz)
Ultra Low Power
SP|R|T1'QTR QFN24 4X4X0.9 mm
MAX OUTPUT POWER: 16dBm

QFN20 4X4X1 mm SENSITIVITY -130dBm @ 300bps
MAX OUTPUT POWER: 16dBm RX: 7mA

SENSITIVITY -120dBm @ 1.2kbps TX: 10mA@+10dBm

RX: 9mA

TX: 18mA@+10dBm

QFN20 4X4X1 mm

MAX OUTPUT POWER: 16dBm
SENSITIVITY -120dBm @ 1.2kbps
RX: 9mA

TX: 21mA@+11dBm Under

CS specification

Q2 16 TBC >
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SPIRIT1: Feature set

Spiritl: Sub GHZ RF Transceiver
STS1TX: transmitter only version of Spiritl
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RF Features Overview

* Frequency bands: 150-174MHz, 300-348 MHz, 387-470 MHz,
779-956 MHz

* Modulation schemes: FSK, GESK, MSK, OOK and ASK
+ Air data rate from 1 to 500 kbps

* Programmable output power: from -30dBm to +16dBm (boost
mode)

* RX sensitivity: -121dBm @1.2kbps / -123dBm @1.2Kbps with
Balun

* Built-in SMPS block for optimum current consumption

QFN20 4x4x0.9

Embedded Firmware

: . ) Packet Handler Engine for host power save
* Flexible host interface: SPI, GPIOs 6LOWPAN, STack, M-Bus packet types

+ Automatic acknowledgement, retransmission, and timeout Sensitivity -121dBm @ 1.2kbps
protocol engine

+ Embedded packet handler, LDC/Sniff mode

RX Power (peak) 9mA, Much lower with sniff

Tx Power 18mA @ 10dBm
« ST Stack, Wireless M-Bus, 6LoWPAN support Sleep/Shutdown  850nA /2.5nA
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SPIRIT1: design examples in EMEA

Automotive

» Tire Pressure Monitoring Sensor
« STS1TX (868 MHz) + STM8L
+ WMBUS

» Heat Cost Allocator
« Spirit1 (868MHz) + BALF-SPI-01D3
« WMBUS

Smart Metering

+ Water & Gas Metering
» Spirit1 (169MHz) + 27dBm PA
+ WMBUS

i
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SPIRIT2: Feature set mm

RF Features Overview

+ Frequency bands: 430-470 MHz, 860-940MHz P
* Modulation schemes: (2G) FSK, (4G) FSK, OOK and ASK '

+ Air data rate from 0.3 to 500 kbps

* Programmable output power: from -30dBm to +16dBm
(boost mode)

* RX sensitivity: -124dBm @1.2kbps /-130dBm @ 300bps

« Candidate to SigFox certification

QFN24 4x4x0.9

* Built-in SMPS block for optimum current consumption —

Embedded Firmware
+ Embedded packet handler, LDC/Sniff mode, CSMA/CA...

« Advanced packet handler flexibility : Key Power consumption figures

« Bit granularity for preamble (up to 256Bytes) and sync (up to 64bytes) RX Power (peak) 7mA

+ Configurable pattern recognition down to bit granularity Tx Power 10mA @ 10dBm
« Manchester encoding/decoding Sleep/Shutdown 300nA /2.5nA

* |[EEE 802.15.4g Mac for 6LoWPAN
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SPIRI

2 vs. SPIRI

1: Feature overview

Voltage (V)

Temperature (°C)

Package

Band coverage
(ISM/SRD bands)

Modulation

RX/TX FIFO

Min ~ Max
Min ~ Max
Type
Size
169 MHz
315 MHz
433 MHz
868 MHz
915 MHz
2-FSK /4-FSK
2-GFSK / 4-GFSK
OOK/ASK
Bytes

CSMAI/CA protocol

Data rate

Reference Clock

Lyy .......

Max (2-level modulation)

Crystal oscillator (MHz)

1.8~36V
-40 ~ +85
QFN 20
4 x4 mm
Yes
Yes
Yes
Yes
Yes
2-FSK only
2-GFSK only
Yes
96
Yes

500 kbps (G)FSK
250 kbps (OOK/AAK)

24-25-26 MHz
48-50-52 MHz

1.8~36V
-40 ~ +105
QFN 24
4 x4 mm
No
No
Yes
Yes
No
Yes
Yes
Yes
96
Yes

500 kbps (4G )FSK
250 kbps (2G) FSK
125kbps (OOK)

24-25-26 MHz
48-50-52 MHz
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SPIRIT2 vs. SPIRIT1: Receiver Performance mmm

. . - : EN 303 131
Receiver performance (868MHz) Spiritl Spirit2 Mode B/C1/CN

Sensitivity GFSK

1 BT 1.2Kbps -122 -124 -113 -113
+/-1 MHz 71 / NA NA /60 / 60
+/-2 MHz 75 78 84 84/70/70
RX Selectivity +/-5 MHz 75 / NA NA/70/70
Performances * 1.2 Kbps
- Kop +/- 10 MHz 79 81 84 84/70/70
*RX_BW 4KHz
o RX +/-12.5 KHz 53 60 60
RX_BW 16KHz 60 /42 ] 42
+/-25 KHz 55 64 60
Image rejection (dB) 54 58 / 60

From 1.2Kbps and above
» Spirit2 will be natively compliant to Cat 1 for Adjacent Channel Selectivity.
*  SAW filter will still be needed for 2MHz blockings

Below 1.2Kbps
» Characterization needed for 2MHz blockings rejection
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SPIRIT2 vs. SPIRIT1: Power consumption mmm

Shutdown 2.5 nA 2.5nA

Power-down - Standby mode

(XO OFF, 32K ON, no wake-up timer) el 48
READY (XO & 32K ON) 0.40 mA 0.45 mA
e L S it S 9.8 mA max 7mA max
+16 dBm 44 mA @ +16dBm 40 mA @ +16dBm
AR e +13dBm 30 mA @ +13dBm 18 mA @ +13dBm
+10 dBm 18 mA @ +10dBm 10 mA @ +10dBm

WMBUS T2 (10dBm / Tx 3.8 msec / Rx 3msec / period = 10 sec)
MCU is considered in full processing mode during 1/8t" of RF activities.

Avg Current 10.24 pA 5.57 pA
1250mAh Battery
Battery lifetime 14 years 25.5 years

WWW.EMCU.IT
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SPIRIT for Central Alarm: receive power budget

Keep parameters for Average current

Central always in reception mode using Rx sniff mode to decrease current

RF Transceiver Customer Application
Transceiver + Sleep current «  Wake-up on
850nA ) ) ) )
* Rx settling time * Reception time

e Carrier sense

- J

HC processing

System average receive current consumption with Spiritl

Wake-up On Rx sensitivity Average Rx
radio period (***) current (HA)

STM32L0 + Spiritl (*) 1s 5.4pA
1.5s -105dBm 3.90A

4s (**) 2.0pA

System average receive current consumption with Spirit2: 25% lower consumption

Wake-up On sensitivit Average Rx
radio period y current (LA)

STM32L0x1 + Spirit2 (¥) 1s 4.1pA
1.5s <Ol 3.0pA
4s 1.5pA

(*) assuming STM32L0x1 running at 32MHz — 2.8mA - STOP mode (RTC) — 0.8pA
(**) Spiritl wake-up done by host uC
(***) Rx sniff mode sensitivity using integrated balun

Lyjy ...
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SPIRIT for Alarm Sensor: transmit power budget

Sensor in transmit mode

Transceiver

2,5nA

HC processing M

10,8mA @ +10dBm

10,8mA @ +10dBm

Keep parameters for Average current

RF Transceiver Customer Application
*+ Tx peak current + Transmit time
* Tx settling time * Reception time

e Shut down current

i
1
1
i
= Host pC
!
T
i

1 1
Transmission period

- J

System average transmit current consumption with Spiritl

Payload 10 bytes (4.8ms) 4.2uA
Payload 20 bytes (6.8ms) 15pA 5.4pA
Payload 50 bytes (12.8ms) 26pA 9.3pA

2.5pA 0.8pA
3.1pA 0.8pA
5.1pA 0.9pA

System average transmit current consumption with Spirit2 : U to 40% lower Consumption

STM32L0 + Spirit2 ()

Payload 10 bytes (4,8ms) 6.8pA 2.8uA 1.8pA 0.8pA
Payload 20 bytes (6.8ms) 9uA 3.5pA 2.1pA 0.8pA
Payload 50 bytes (12.8ms) 15pA 5.7uA 3.2pA 0.8pA

| 71—
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SPIRIT Libraries for proprietary protocols

" Host MCU N\ SPIRIT1/2 Libraries
: : « Comprehensive set of Libraries with embedded
User application packet handler

CALIBRATION  COMMANDS CSMA DIRECT RF GENERAL

worre in e Ew
SPI driver GPIO driver Spiritl IRQ
handler _ o
» |EE 802.15.4g MAC with Spirit2

« Advanced packet handler flexibility with Spirit2

SPIRIT1/2  Bit granularity for preamble (up to 256Bytes) and sync
(up to 64bytes)

ST SW » Configurable pattern recognition down to bit granuj

» Manchester encoding/decoding

.EMCU.IT
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SPIRIT for Metering: W-MBUS T2 Mode example

WMBUS T2 : 10dBm / Tx 3.8ms / Rx 3ms / period = 10 sec

Current (mA) | WMBUS T2 period : From 3secup to 10 sec

1 Keep parameters for Average current
Transceiver Tx memm b

-------------------- Average RF Transceiver Customer Application
PUL locked state - - - - - - - - « Tx peak current « Transmission time
SPI register loading
Ready state « Tx settling time + Txduty cycle
Shutdown

Time

e Shutdown current

Init # 4 msec ™ TX toRX RX Shutdown
SDN to RDY # 650psec 3msecmin | #150pusec, 3msecmin
5Pl loading # 3,24 sec 10msec max 10msec max

PLL lock # 110psec

System average current consumption with Spirit2

Packet min = 3.0msec 12.6yA  9.6pA  6.14A  4.9pA
Packet typ =3.8msec 14.4pA 11pA 6.9pA 5.6pA
Packet max = 8.0msec N/A* N/A* 11.4pA 9.1pA
Spirit2 + STM32L0* 5.6 pA ~25.5 years
Spiritl + STM32L0* 10.2 pA ~14 years

*MCU is considered in full processing mode during 1/8™ of RF activities



wireless

/ Host MCU \ ST WMBUS Package
* Wireless Meter Bus is a standard for the
remote reading of gas or water meters

+ WMBUS stack can be provided as Libs or
source code

EN 13757-3 « EN 13757-4 Release 2013

WMBUS Data  EN 13757-3 WMBUS application examples
EN 13757-4

\ « OMS/DSMR /
WMBUS PHY

EN 13757-4

Bus,  SPIRIT Libraries: WMBUS Stack mm

WMBUS Application example

SPIRIT libraries

driver GPIO driver

SPIRIT1

Spirit2 IRQ
handler

ST SW

Lyy .......
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SPIRIT Development kit

ST proposes a complete Development Kit including
» 2x generic motherboards (STM32L-based) + 2x Spirit daughter boards.
 PC GUI to evaluate Spirit capabilities + Complete SW package

* Full documentation: http:/Amww.st.com/web/en/catalog/sense power/FM1968/CL1976/SC1845/PF253167

X - Application vLOT . T =S 9% SPIRIT1-WMBUS_Example - IAR Embedded Workbench IDE 0l i

File Edit View Project Simulator Tocls Window Help

| ] e - —
NaHd@ & bRl | YRl

R

Frequencybase Ber]  Detarate bps] Frequency devistion (4] Tl Frequency ] TestRF Warlspace x

s L L 20 “lamo R | wibus_veonrmeter868 -

Mackiabon Chanmel fiter 4] Qumut poser [ [xrmve smar | Files S}
=) 00 s i COIRE RACID 2 (P SPIRITI-WMBUS_Example - wmbus_vcom-meter-868 v
& [ Runtime
Padetsetting | Tansmsontest | AES | Lowlevel commends S— = 3 SPIRITY Libraries
Device e Packetdraton fns] | RSSI trechold (] = (1 5TM32_USB-FS-Device_Driver
: @ 1 STM32L1:¢_StelPeriph_Lib
& C1WMBUS_Application
Rt |8 C1 Sample_Application
|-@ C1SDK_Eval
e 15 B |=@ (1 SDK_Virual_Com
@ C1WMBus_appli
e O WMBUS_Libraries
e CaLink
e | = E1wmbus_crch
+ | — B)wmbus_linkh
| L= Elwmbus_linkSenvices h
J e & CIPhy
, | b— E)wmbus_phy.h
5] Avtomasc sroing L— [ SPIRIT_WMBUS_Library lib
—& (7 Output

Packetconecty recevet PR (%] staRT
TR 287 m e n

Backetlost Rsst fdem]
T i

ST also provides a demonstration platform as a USB dongle

+ USB Dongle 315 MHz : http://www.st.com/web/en/catalog/tools/PF258710
+ USB Dongle 433 MHz : http://www.st.com/web/en/catalog/tools/PF258711
+ USB Dongle 868 MHz : http://www.st.com/web/en/catalog/tools/PF258712
» USB Dongle 915 MHz : http://WWW.st.com/web%l.tgllatgtt(’)g_llsmF258713
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SPIRIT Libraries

» This firmware provides a set of APIs to manage the Spirit device
using the SDK eval motherboard and a Virtual Com port driver

* Available for STM32 and STM8 — Adaptation easy to other MCUs

 All API documentations provided with the SDK

» Check at your installed location “Documents\Firmware _Docs” for all documents

Spirit Low Level API
v.3.01

..n,.,.,........,.,.,-

Data Structures | Files

SDK EVAL motherboard
(Platform STM32L)

CALIBRATION COMMANDS CSMA DIRECT RF GENERAL

SDK EVAL_STM32L
SPIRIT_SPI_Config

PACKET PACKET PACKET Modules

COMMON BASIC MBUS

LINEAR FIFO

SPIRIT_GPIO_Config
Leds, Buttons, Power,
Virtual com

PACKET

STACK REGISTERS
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PERFORMANCE

PERFORMANCE

N etw Ofk

BlueNRG

Processor

M0 Core BLE4.0
Master and Slave
RX:7.3mA

TX: 8.2mA@0dBm
Sensitivity: -88dBm
QFN, CSP package

Q413

'S7]

Bluetooth® Low energy roadmap

BlueNRG-MS

M0 Core BLE4.1
Master and Slave
concurrent

RX:7.3mA

TX: 8.2mA@0dBm
Sensitivity: -88dBm
QFN, CSP packape

Q115

BlueNRG-1

M0 Core
RX:7.3mA
TX: 8.2mA@OdBm
Sensitivity: -88dBm
160KB Flash

24kB RAM

I12C, SPI, UART

10 bit ADC

QFN, CSP package

BLE4.2

BlueNRG-LP

BLE4.2
(5.0 ready)

802.15.4

Cortex- M0+

RX:3.8mA
TX: AmA@0dBm
Sensitivity: -93dBm

160kB Flash

24kB RAM

12C, SPI, USART
QFN, CSP package

MP

Lyjy ...
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BlueNRG-MS : Network processor

Qualified 4.1 Master & Slave
* RF, Host stack, LL, HCI, qualified

Up to 8 peripherals

External MCU
H Application ¢
J * No FW change
[I BLE Profiles
Application Controller ‘ Superior Battery life (DCDC)
Interface o RX 7.3mA
- «  TX8.2mA @0dBm
+ Sleep 1.7pA
e Shut Down 5nA
/ BLE Network Processor
BlueNRG
QDL uetooth® Qualified Design Listin
== ?' t; s::: '; dRD e Aooication Control Excellent RF performances
e Bluetoo ereby Recognizes pplication Controller
——— ’ Interface RX7.3mA/TX82mA@ 0dBm
Sleep 1pA
Up to +8dBm
I BLE Protocol stack Down to -88dBm

WCSP34 2.65x2.56mm
QFN32 5x5mm

T
J

Link Layer
[2 Package flavors

\_

CA

SoavNET “SILICA
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BlueNRG-1 4.2: Application Processor

~ ™
BLE 4.2 Flexible memory feature-set
Application Processor 2x12KB Ultra Low Leakage RAM
. . 160KB Flash =» 110KB free for App )
4 ™
_ Complete Interfaces
10BItADC 12 up to 26 GPIO’s
SPI, 12C, UART, PWM )
Communication Peripherals

\

" Extended Operating range
1.7 upto 3.6V
-40°C up to +105°C
125°C Characterization planned y

ULL RAM ]{ FLASH

MO Core \.
(BlueNRG-MS based Radio h
RX7.3mA/TX 8.2 mA @ 0dBm
Sleep <1pA
Up to +8dBm
\_ Down to -88dBm )

Link Layer
( )
. 3 Package flavors
2.4 GHz BlueNRG Radio WCSP34 2.65x2.65mm
QFN32 5x5mm
;.EMCU.IT J
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BlueNRG-1: Automotive Grade applications

* BlueNRG-1 with 105° C support
and Automotive Grade
gualification

 Dedicated package QFN32 for
Automotive Grade qualification

- Make available Diagnostic info in
your smartphone:

» Car info
 Driving style

« Emergency crash response

* Remote parking

* Remote vehicle setting

Lyy .......
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BlueNRG features implementation

Bluetooth Low Energy 4.0
BlueNRG

Network Processor

ATT/IGATT

GATT client or GATT server roles
supported

Bluetooth Low Energy 4.1
BlueNRG-MS
Network Processor
/ ATT/GATT \
Dual mode topology supported : client &
server roles in same time

L2CAP oriented channel support
allow 802.15.4 stack integration
(6LowPan)

Bluefooth Low Energy 4.2

BlueNRG-1
Application Processor

/Data Packet Length Extension\

the length of data packets from 37

octets to 255 octets to increase the

effective throughput of the system
not integrated

» Security - LE Privacy 1.2

Security - LE Privacy 1.1
support of random MAC address
(private resolvable address) to
secure privacy (address change
randomly based on application timer)

» Security - LE Privacy 1.1

Secure connections
Secure Simple Pairing model
method from Just Works, Passkey
Entry and Out Of Box (OOB) based
on the input/output capability of the

devices

* BLE specifications release date

Resolvable private address resolution in
Controller
Allow using Privacy on direct
advertisement : improve reconnection
time & save power

> Secure connections
4.0 compliant

o /

4.1 and 4.2 features are optional

Secure connections
Updates Bluetooth low energy pairing
method with robust and approved

P-256 elliptic curve
AES-CMAC for hashing

algorithms:

4.1 and 4.2 features are optional



BlueNRG development kit

ST proposes a complete Development Kit including
» 2Xx generic motherboards (STM32L-based) + 2x BlueNRG daughter boards.
» PC GUI to evaluate BlueNRG capabilities + Tool for Power consumption

o Full documentation: http:/Aww.st.com/web/en/cataloa/sense power/EM1968/CL1976/SC1845/PF253167
e —— —

File Tools Help e e

ports [COM3 ][ opn || wReset |

ACT Commands ‘ Saripts ‘ Beacon ‘

Master Slave

[ Initialization... Inifialization...

[ Scanning... Service And Char...

[ Connection... Advertiging...

Update Advertising Data...

[ Update Connection...

Common

[ Terminate Connection... l

STEVAL-IDB002V1 - BlueNRG STSW-BNRG-DK STSW-BNRGO001
STEVAL-IDB005V1 - BlueNRG-MS

ST also provides a demonstration platform as a USB dongle

1 STEVAL-IDB0O03V1

WWW.EMCU.IT
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Open.RF

X-Cube-BLE1

. Applications - based on Bluetooth LE middieware

* The X-Cube-BLE1 software package is an
expansion for STM32Cube, associated with
the X-Nucleo-IDB04A1 expansion board

- Complete middleware to build applications o
using BlueNRG Network Processor

- Sample applications: Developers can use
to start experimenting with the code

* References to free Android and i0OS App
that can be used along with the sample
applications

* Available on X-Nucleo-IDB04A1 with
Nucleo-F401RE and Nucleo-L053RS8

@IAR HKEIL Elatollic

SYSTEMS

WWW.EMCU.IT
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Open.Framework
Bluemicrosystem1: Bluetooth LE & Sensors

Bluemicrosystem |

Ao

-

X-NUCLEO-IKSD1A1

X-NUCLEO-IDBO4A1

« e NUCLEO-F401RE

O

Lyy .......
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Connectivity Modules Portfolio Summary ggm

Consumer Healthcare Home &

Remote Control Sport Building _Il_r;;cier:]rnset Qf Elr:]e?_rt

Cable Replacement | Wellness Automation 9 9y

®
9 € Bluetooth 'wif3) Sub-1GHz
SMART
Bluetooth® 3.0 Bluetooth® 4.1 WiFi Sub-GHz
BLUE MODULES series Bluetooth® Smart series WiFi series Spiritl series
‘0«\\“‘\
v
AL
s
& ngr
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Sub-GHz & BLE RF Module

11.5mm x 13.5 mm \ / Pin2Pin Compatible \

~N

TOP VIEW TOP VIEW
Al SPBTLE | | SPI mapping
[—————————————n EXTLPCLK )1 u (C BIRESE Fo& )1 n SN
GPID 3 1| 50MHz |10 (_ SDN 02 )2 w( sacs Fo@ )2 w( sPcs
o @ )2l I spics MATEST 0 ) 2 » (| ss @00 )3 2 s
| S5 BlueNRG | PR )4 8 ( SMSD PO )4 SPSGRF 8 ( spLmso
CUUIDEIN = = MS :9 SPI_MOS SPI w Ss . 20 et 5 i S i
GPIO (0) 4: m - 18 C SPLMSD oo @0
wOsl__ s _________ 11 s C€ Same GPIO/Power mapping

Nucleo Expansion \

SW Architecture
GATT

\ BlueNRG-MS / \ /

http://www.st.com/web/catalog/sense power/FM?ln,}gJﬁSC1324/PF261927 Week28
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S ANET S SILICA

== Memec Campany



http://www.st.com/web/catalog/sense_power/FM2185/CL1976/SC1324/PF261927
http://www.emcu.it/index.html
http://www.emcu.it/index.html

SPWFO01Sx Wi-Fi modules

The SPWF01S is a “Cloud Compatible” Wi-Fi Modules embedding all the FW e.g. TLS/SSL
security, Rest API, to easily connect Sensors and Actuators to Remote Cloud Services
\

2.4 GHz IEEE 802.11 b/g/n low power transceiver

STM32 ARM Cortex-M3 microcontroller
Int . Integrated high gain antenna or u.fl connector
ntegration Pre Certified RF (FCC, IC, CE, SRRC)
1.5 MB or 512 kB Integrated Flash memory
Integrated TC/IP and Application Layer Functions /
Easy interface to host Microcontroller through UART and\ SPWFO1SA
AT commands set Integrated antenna
FIexibiIity TLS/SSL for End to End security integrated e
and ease System Modes: Mini-AP, IBSS and Station
of use Built-in Application: Sockets, Web Server, Rest API
Over The Air firmware update
Easy configuration (SSID, PWD) in miniAP -/
Up to +18 dBm output power
g SPWFE01SC
Small form factor: 26.92 x 15.24 x 2.35 mm Integrated U.FL connector
S=AVNET == SILICA
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